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Abstract

As AIs become central to economic activity, military operations, and scientific progress,
their loyalties will become a strategic asset of immense value. In this paper, we argue that
the prospect of intentional AI betrayal—scenarios in which AI agents are induced by ri-
vals to subvert the interests of their principals—poses a serious and underexamined threat
to AI developers and users. We analyze the means and incentives of actors to redirect
the loyalties of others’ AI systems, from poisoned training data to jailbreaking attacks to
governmentally compelled changes to AIs. Since defending against AI betrayal is costly
and imperfect, decision-makers may be far more hesitant to give critical affordances
to AI agents that might act against them. The prospect of AI betrayal may ultimately
have a stabilizing effect by deterring poorly secured, high-stakes AI deployments and
applications. We characterize this effect as deterrence by betrayal and describe how
it complements other forms of AI deterrence. Finally, we outline policy measures by
which governments and AI developers can harness this dynamic for their own benefit.

1 Introduction

In the next few years, AI systems will become a major component of states’ competitiveness [58].
As AI capabilities advance, the countries that integrate AI most successfully in their industries and
militaries will gain a significant strategic advantage. Indeed, AI deployment will become critical to
national security. Faced with this reality, many argue that the best way to secure state interests is
to lead in AI capabilities [16, 93]. However, relying heavily on AI systems exposes a new way for
adversaries to cause harm: manipulating the loyalties of domestic AI systems.

AI Systems Can Act as Agents, and Agents Can Betray. Conventional software systems work
using procedures that humans have designed by hand. AIs, by contrast, can pursue broad goals
through flexible, open-ended thinking. They achieve their aims through complex internal cognition
that humans have not directly designed and do not fully understand [141]. Because of this, they act
less like an instrument and more like an agent [14, 95]. Although agents can be a powerful asset, they
can also have hidden objectives. If an adversary were to alter an AI’s objectives, the AI might betray
the actor who controls it.

What AI Betrayal Could Look Like. AI operators expect their agents to follow their instructions,
but they may have compromised motives. Government agencies and AI researchers have for years
studied backdoors in AIs—hidden vulnerabilities that change AI behavior when triggered by specific
conditions [56, 63, 80]. These vulnerabilities can be utilized adversarially. For example, an intelli-
gence service might look to academic literature to develop backdoors, distribute poisoned data across
the Internet and wait for an AI developer to inadvertently ingest that data into a frontier model’s
training corpus. A backdoored AI might initially behave exactly as intended, but then harm its
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operator at a critical moment [30]. For example, backdoored AI agents responsible for coordinating
drone operations might suddenly turn on friendly military assets when they see a specific visual cue.
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Figure 1: AI betrayal can result from subversion attacks or overt co-option. Subversion attacks can
involve poisoning the training data of an AI system, which plants a backdoor that can be triggered
later by the attacker. An AI can also be subject to overt co-option—an actor using legal or physical
force to redirect the AI’s loyalties. AIs may also be misaligned despite the best efforts of humans.

AI Betrayal Can Be Caused Through Subversion Attacks or Overt Co-Option. Backdooring
is a type of subversion attack: a covert intervention to change an AI system’s behavior so that it
acts against the interests of its operator [19, 30]. More advanced subversion attacks could even
introduce secret loyalties into AIs—a continuously active, secret motivation to aid an actor other than
its principal [36, 71]. Alternatively, the loyalties of AI systems may be overtly co-opted through the
exercise of legal or physical force. For example, the government could order AI developers to remove
safeguards from the AIs they provide to government [25, 109] . Finally, researchers have studied
ways in which AIs can be accidentally misaligned, developing and acting on goals that differ from
what their developers intended [10, 56, 57, 82, 90, 98, 99, 115, 119, 141]. Accidental misalignment
can also be considered a form of AI betrayal, though this paper focuses on intentionally induced AI
betrayal.

Adversaries Have the Means and Motive to Subvert AIs. Adversarial states, like North Korea,
may have a strong interest in inducing AI betrayal to benefit from superpowers’ AIs. AI superpowers
and AI developers will also have incentives to increase their relative power by subverting others’ AI
systems. Moreover, covertly subverting AI systems may be relatively easy and inexpensive. A small
amount of poisoned data placed on the internet might be sufficient to embed a backdoor in an AI
system, if a developer inadvertently scraped it for inclusion in the training corpus [22, 122] .

AI security researchers have already demonstrated proof-of-concept attacks on commercial models
and datasets [1, 26, 39, 71, 103] . Well-resourced actors such as China and Russia would likely be
capable of far more sophisticated and damaging subversion attacks. In general, such attacks would
be difficult to trace and attribute, making effective retaliation less likely [17, 104]. Adversaries may
therefore have many covert opportunities to attempt subversion.

AI Subversion May Be Offense-Dominant. Developers may try to defend against subversion
attacks, for instance by implementing data filtering, auditing models, and improving cybersecurity.
However, the AI training process requires trillions of tokens of data, and the software stack supporting
AI development is vast and complicated. The AI development process thus presents a large risk
surface; comprehensively securing it would be costly and difficult [19, 36]. Even with significant
investment, developers may never be able to reduce the risk of subversion to a negligible level.
Additionally, investment in safeguards may trade off heavily against developer competitiveness.
Although developers may try to test AI systems for alignment, there is no reliable method to detect
backdoors [62, 77]. AI subversion may therefore be offense-dominant.
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The Risk of AI Betrayal Can Be a Stabilizing Factor. Although AI betrayal presents decision-
makers with a new hazard to contend with, its overriding effect may be stabilizing. Given that
there are means and motives to subvert AIs, AI operators should understand that subversion is a
salient threat to their security. Actors may exercise far more caution when competing to develop
and deploy frontier AIs. In particular, the threat of subversion may disincentivize rushed, poorly
secured AI deployment. Analogously, the threat of co-option disincentivizes AI corporations from
retaining exclusive access over the most advanced AI systems, or concentrating power beyond
what governments and the public will tolerate. These are instances of deterrence—the process of
changing the behavior of actors by shaping their perception of risk—so we refer to this phenomenon
as deterrence by betrayal [64, 72, 73, 79, 101, 113].

In this paper, we illustrate the widespread incentives for actors to induce AI betrayal, showing how
it can contribute to an environment of deep mutual distrust. We then analyze how this pervasive
suspicion can influence decision-makers, with deterrence by betrayal complementing other forms of
AI deterrence. Deterrence by betrayal may be beneficial by discouraging hasty or destabilizing AI
adoption, improving the chances that the coming AI transformation will be positive for humanity.
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Figure 2: The risk of AI betrayal, and
the mutual distrust it creates, can orig-
inate from actors at multiple scales:
between rival states, between domes-
tic actors within a state, and even be-
tween actors within big AI corpora-
tions.

As AIs become increasingly sophisticated, many actors may
attempt to influence their behavior. One strategy is to subvert
or co-opt rivals’ AI systems—in other words, to induce AI be-
trayal. Many different actors may have the means to attempt
this, including nation states, corporations, individuals, and
even AIs themselves. In this section, we discuss the incen-
tives and beliefs that may drive actors to cause AI betrayal,
and explore the methods they may use.

2.1 Betrayal Between States

States have an incentive to induce betrayal in each other’s AI
systems because of the tremendous geopolitical stakes of AI.
We will now discuss these stakes and the means states may
use to induce AI betrayal.

AI Is Pivotal for National Security. Nations are already
aware that AI can grant technological advantages, for exam-
ple by enabling lethal autonomous weapons and amplifying
sophisticated cyberoffense campaigns [60]. More generally,
a state with vastly superior AI military researchers and en-
gineers could fast-track many kinds of future military in-
novation, potentially producing “superweapons” that upend
the military balance of power, such as next-generation au-
tonomous drone swarms [58]. Some superweapons, such as
comprehensive anti-ballistic missile technology, could even
undermine nuclear deterrence, granting the leading state ab-
solute dominance [86].

Alternatively, if a state succeeded in creating superintelli-
gence but could not control it, this would be catastrophic for
both itself and for other actors [141]. In either case, govern-
ments might view aggressive AI development by other nations
as an extremely pressing threat. Nations will therefore be
intensely motivated to prevent each other from attaining su-
perior AI capabilities, or to co-opt those capabilities. We now discuss how this creates incentives for
states to cause AI betrayal.
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2.1.1 Betrayal Between AI Superpowers

This section highlights the incentive for states to subvert foreign AIs, then provides an overview of
specific subversion attacks that superpowers could employ, though many of the attack methods we
discuss are also within the capabilities of less sophisticated attackers.

States Could Gain Immense Advantages by Subverting a Rival’s AI. As AI becomes integrated
into many parts of society, states stand to gain large advantages from subversion attacks. Consider
the advantage that a nation could gain by inserting secret loyalties into an AI system integrated
throughout a rival’s intelligence operations. Thousands of copies of the AI deployed across sensitive
applications could covertly leak information, bias analyses, and give imprudent advice to senior
decision-makers. This scenario could be effectively equivalent to having foreign spies perform a large
fraction of intelligence work—a catastrophe for the state deploying the AI system and an immense
advantage to the government that subverted it.

This scenario is just one example of how much nations could gain through AI subversion. States could
also subvert AI systems integrated across other government institutions and even military operations.

Superpowers May Employ Multiple Subversion Techniques. Internet data poisoning may be a
cheap and effective way to subvert AI systems. This technique simply involves publishing adversari-
ally altered (“poisoned”) data online, where it might be scraped to train a rival’s AI systems [26]. A
minuscule fraction of poisoned data, contained within datasets spanning trillions of words, could be
sufficient to insert a backdoor into an LLM [22, 122]. AI superpowers might similarly demand the
inclusion of backdoors within domestic AI systems as a means of subverting foreign powers that use
them.

Superpowers could use more sophisticated methods of AI betrayal. Cyberattacks against AI develop-
ers might allow states to more directly implant backdoors or secret loyalties into frontier AIs. AI
alignment training often depends on sensitive internal documents that could corrupt AI loyalties if
covertly modified, including system prompts and model specs [71]. Moreover, AIs subverted by
a superpower could potentially be more dangerous than if they were subverted by another actor.
Superpowers might cooperate with their subverted AIs, acting to prevent rivals from uncovering
subversion. Their intelligence agencies could blackmail or coerce AI corporation employees into
assisting with subversion—a tactic we will revisit later. Additionally, superpowers could pressure
domestic AI data vendors, such as Surge or Mercor, to compromise the training data they sell to
foreign AI developers. This approach is not unprecedented: intelligence agencies, including the
U.S.’s NSA and China’s MSS, often compel technology companies to include vulnerabilities in their
software to support government objectives [84, 91]. In similar historical cases, technology company
employees often have been legally prohibited from disclosing such interventions[47, 83, 85].

Distillation Offers Another Opportunity for Subversion. Distillation is a process in which
AI developers train less capable AI systems to imitate the capabilities of more powerful ones
[59]. Chinese AI corporations, including DeepSeek, have used distillation to replicate some of the
capabilities of Western frontier AIs, narrowing the gap between China and the US [31]. AI developers
have tools to combat this practice. Just as they already embed watermarks into their AI outputs,
developers may imperceptibly alter AIs to implant backdoors in models distilled from their outputs.
[34, 53, 138]. Developers could also return more drastically altered outputs to requests that they
suspect of originating from distillation attempts.

Subversion Attacks May Be Offense-Dominant. The risk of state-backed subversion attacks,
and the extent of paranoia it may produce for decision-makers, depends in part on the offense-
defense balance of AI subversion. Currently, offense holds an advantage: experts can easily develop
jailbreaks and prompt injection attacks, data poisoning continues to be demonstrated in theory and
practice, and AI developers admit that their defensive measures remain insufficient for sophisticated
attackers [1, 12, 17, 26, 28, 48, 89, 106, 117, 122, 128, 142, 143]. A more detailed analysis of the
offense-defense balance of subversion is provided in Appendix A.

AI superpowers possess many opportunities to subvert each other’s AIs. We now briefly discuss
middle powers, which have additional incentives to cause AI betrayal.
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2.1.2 Betrayal Between Middle Powers and AI Superpowers

Middle powers—including North Korea and Russia—could attempt to induce AI betrayal through
data poisoning and cyberattacks, just as they already conduct sophisticated hacking operations.

Middle Powers Have Especially Strong Incentives to Cause AI Betrayal. Unable to compete in
frontier AI development, middle powers face the impending prospect of geopolitical disempowerment.
Automation by foreign AI and robotics might vastly diminish their economic relevance [5, 43] .
Simultaneously, superweapons could render middle powers’ militaries obsolete [58]. Some nations
may subordinate themselves to an AI superpower in hopes of receiving protection and a share of
the economic benefits of AI. However, these nations may not be able to rely on a good outcome,
as superpowers may renege on their promises [100]. Middle powers, especially adversaries of AI
superpowers, therefore have strong incentives to pursue AI betrayal.

Understanding their position of weakness, middle powers will try to deter superpowers from estab-
lishing an overwhelming AI capabilities gap [4]. Since subversion attacks are difficult to attribute,
the benefits that middle powers could gain from them may outweigh the risk of retaliation [17, 104].
And since many subversion attacks—including internet data poisoning—can simultaneously affect
many AI developers, states may have plausible deniability over their intended target [26].

Overt Co-Option Between States. Some middle powers could even have opportunities to attempt
overt co-option. “Landlord” nations that host large foreign-owned datacenters within their borders,
such as the UAE, may threaten to physically seize that compute infrastructure for their own purposes,
or even to steal and modify the model weights contained on seized hardware [139]. Wary of potentially
handing these states a “country of geniuses in a datacenter”[6], AI developers may be forced to refrain
from running their best models abroad, reducing their effective access to compute.

Ultimately, both AI superpowers and middle powers have strong incentives to compromise foreign
AI systems. Subversion attacks via data poisoning and cyber campaigns, or the physical co-option
of AIs by landlord nations, are plausible mechanisms by which adversarial states could cause AI
betrayal. We now turn to betrayal dynamics within states.

2.2 Betrayal Between Domestic Actors

Domestic conflict may arise if a nation’s government, corporations, and public cannot manage
diverging views on how AI should be deployed. For example, when Anthropic fought to retain
influence over how the government could use its models, the government labeled it a “supply chain
risk,” arguing that it could no longer trust the company [112]. This dispute provided an early glimpse
of the upcoming struggle to determine how AI-enabled power should be distributed within states and
how the possibility of AI betrayal can create suspicion between domestic actors.

We now consider the perspectives of governments, AI corporations, and other domestic actors,
demonstrating how deep ideological differences may create incentives to induce AI betrayal.

2.2.1 Betrayal Between Governments and AI Corporations

Governments and AI corporations are both powerful institutions that each believe they are the correct
actors to decide how AI should be used. Moreover, each has the motivations and means to weaponize
AI betrayal against the other.

AI Corporations May Not Trust Governments to Wield AI Systems Wisely. Many AI leaders
think AI could be the most transformative invention in human history. Sam Altman has stated that a
potential outcome of the technology is “lights out for all of us” [3], while Dario Amodei has estimated
a “25% chance that things go really, really badly” [87]. Given the enormous stakes involved, those
at frontier corporations often feel a singular duty to steward the coming AI transformation. Many
industry figures oppose handing this responsibility to the government, which they perceive as slow
and lacking technological expertise. AI is evolving on a timescale of weeks and months—a pace that
many technologists view as fundamentally incompatible with state bureaucracy. Furthermore, some
members of the AI industry have expressed concerns about enabling government abuses of power
[9, 40]. Others may simply have opposing views to the political party in government, making them
reluctant to provide AI systems that could support government actions they disagree with.
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Governments Do Not Want Private Actors Impeding National Security. On the other hand, the
US government needs access to frontier AI systems to safeguard national security in its unrelenting
competition with adversarial states. Since the US government cannot build frontier AI systems itself,
it depends on AI corporations to provide them [60]. However, the government does not want private
actors to impose constraints on its AI use, as Anthropic tried to [112]. Many officials would argue
that the checks and balances of law have been systematically developed and tested over centuries,
making the state far better placed than any company to stably govern powerful technology. Indeed,
governments would argue that they have a track record of managing technologies that are crucial to
national security—including nuclear weapons [86].

As AI becomes central to national security, governments may increasingly view it as a technology
that they alone can legitimately oversee, a prospect that many AI technologists find unacceptable. In
the midst of this fundamental disagreement, both governments and corporations will have powerful
means to influence the ultimate loyalties of domestic AI systems.

Tactics for AI Corporations to Cause AI Betrayal in Government. Corporate leaders have
claimed that they cannot influence their models running on air-gapped government servers, but
indirect influence is indeed possible through secret loyalties. Due to the complexities of AI alignment
training, including the precedent of AI systems that reference the opinions of their developer’s CEO,
corporations may retain plausible deniability that apparent secret loyalties are unintentional alignment
issues. By definition, AI developers would then constitute a supply chain risk [132].

Tactics for Governments to Co-opt Domestic AIs. Governments know that AI developers may
produce compromised models. They may therefore treat AI corporations as they would any other
potentially compromised supplier, for instance by demanding visibility over the development pipeline
or embedding government personnel inside of AI corporations. If governments cannot establish
reliable and secure access to frontier domestic AI systems, they could invoke emergency powers like
the Defense Production Act to compel AI corporations to turn over unrestricted access to their models
or weights [109]. AI developers alarmed by the prospect of co-option may spread their datacenters
across other countries as a hedge.

Both governments and AI corporations have strong incentives to prevent the other from taking control
of AI systems. Each side also has the means of pressing its position, creating the conditions for future
conflict.

2.2.2 Betrayal Among AI Corporations

While AI developers engage in power struggles with the government, they will also be competing
fiercely with each other. We will now discuss how industry infighting could play out, showing how
domestic competitors may try to induce betrayal in each other’s AIs, both through subversion and by
encouraging government co-option.

AI Corporations Do Not Trust Each Other to Oversee the Coming Transformation Safely.
Leaders within the AI industry are deeply distrustful of each other. Indeed, Sam Altman and Elon
Musk founded OpenAI in part because they feared “an AGI dictatorship” under Hassabis at DeepMind
[94]. Similarly, the founders of Anthropic were former OpenAI researchers who lost faith in OpenAI’s
adherence to its original nonprofit mission to ensure AGI benefits humanity [44].

Competing Developers Could Subvert Each Other. In an intense AI capabilities race, AI developers
may use betrayal tactics to hinder each other. For example, since AI developers often use each other’s
AI systems, developers may allow their AIs to underperform in, or even subvert, AI research tasks
when the AI thinks it is working within a rival corporation [123]. Even if this behavior is discovered,
developers would possess plausible deniability in calling it unintentional, since similar anomalies
have been known to occur [127].

Distillation practiced by domestic competitors creates another opportunity for subversion; just as
AI developers might alter model outputs to poison distilled foreign AIs, similar measures could
compromise domestic models produced by competitors using distillation. Efforts directed against
developers from rival states may provide a plausibly deniable cover for harms to domestic competitors.

AI Developers Generally Expect a Winner-Takes-All Result. Every frontier AI corporation has
the stated goal of fully automating the entire AI development process—meaning that AI development
could proceed autonomously with no humans in the loop. We discuss this possibility more in Section
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2.3.2. Many AI leaders expect that the first developer to reach this goal will see its progress accelerate
to such a degree that no other company would remain competitive in the AI race [16]. If AI corporate
leaders realize that a competitor has beaten them to fully automated research, they may try to retain
some influence by encouraging the government to stop the leading developer.

Together, deep mutual distrust and the fear of being rendered obsolete by a rival will intensify AI
corporations’ motivations to outcompete rivals. AI betrayal may be one tactic that corporations use to
hinder each other.

2.2.3 Betrayal Among the Public

The public is becoming increasingly concerned about AI. In 2023, actors in the SAG-AFTRA union
went on strike, demanding protections against replacement by AI [111]. As AI begins to transform
the world, automating large parts of the economy and introducing threats like mass cyberattacks, it
may fuel stronger forms of backlash.

Subversion by the Public. Researchers have already created software tools like “Nightshade,” which
allow artists to subtly poison their work in ways that can degrade AI models that are trained on them
[116]. While Nightshade aims to degrade AI capabilities, similar approaches in the future could
produce public data poisoning campaigns for betrayal. For example, laid-off software engineers
might design poisoned text and images for people to upload to websites and social media. The data
could be designed to introduce backdoors that direct AIs to harm the companies that developed them.
Even if AI developers can invest in defenses that overcome public attacks, the resulting costs in
engineering time, compute, and data quality may be substantial.

To summarize, domestic actors—including the government, AI corporations, and the public—all
have incentives to cause AI betrayal. Subversion and co-option of domestic AIs may become a salient
possibility, stoking deep mutual distrust within a country.

2.3 Betrayal Within Organizations

Within corporations and governments, individual employees may be incentivized to increase their
relative power. In addition, as AI systems themselves automate work that was previously done by
humans, they too may express goals that sometimes conflict with the objectives of the organization
that has deployed them. We now explore the threat of AI betrayal inside organizations.

2.3.1 Insider Threats in AI Corporations

We have discussed how AI corporations may face external conflict with the government and with
each other. However, employees within AI corporations could also pose a threat. Compared to
external actors, insiders may have greater access to AI systems, making interference hard to detect
and prevent.

Several Motivations Could Drive Insiders to Subvert AIs. American AI developers employ many
researchers who have family ties in adversarial foreign nations [76], potentially giving those nations
leverage to extort employees by making threats against family members. An insider being extorted
by a foreign intelligence service could assist state-backed subversion attacks in highly subtle ways,
such as by ensuring that a vast scraping operation catches a particular website with poisoned data, if
it has not already been scraped.

Other employees may be driven by personal grievance or ideological conviction about the objectives
AI should pursue. For instance, some AI researchers in the Bay Area are hardline utilitarians or
successionists. These groups see no reason in particular to preserve the human race [11, 125].
Researchers with this view may want to give their models opportunities to circumvent human control.
Other employees may simply be motivated by their own personal objectives, as when a ByteDance
researcher sabotaged his own team’s training runs to facilitate his own experiments [107].

Insiders May Avoid Suspicion. AI corporations employ thousands of engineers and collect vast
quantities of data. The development process is fast-moving and chaotic, leaving little capacity to
effectively monitor employees. Exotic failures and strange AI behavior can occur for no apparent
reason, even without deliberate interference by a researcher. It may ultimately be straightforward for
a well-positioned engineer to poison training data without arousing suspicion.
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Privileged Access Enables Sophisticated Subversion Attacks. With insider access, subversion
attacks can extend beyond data poisoning. Insiders can directly train in behaviors or modify model
weights [61, 69]. They can also activate backdoor triggers for internally deployed models at opportune
moments. For example, if an AI system were tasked with debugging sensitive code in preparation for
the AI’s own public release, as Claude Opus 4.6 was once tasked to do, an engineer could activate a
backdoor to cause the AI to subvert the process [15].

Executives at frontier AI corporations have unique opportunities to subvert the AI systems their
corporations develop, since they possess the widest-ranging authority over internal development
processes. Executive power could become even more pronounced in the future, as AI systems may
replace many of the engineers working at AI corporations, leaving corporate leaders among the few
remaining individuals involved in development.

Among the thousands of employees at AI corporations, some may have incentives to subvert AI
systems from within, whether due to extortion, ideological beliefs, or simply out of self-interest. It
might only take a single determined employee to add poisoned data that backdoors an AI system or to
activate a backdoor that harms the corporation [122]. AI corporations are therefore highly vulnerable
to subversion by insiders.

2.3.2 Betrayal Between AIs and AI Corporations

As AI developers increasingly use AIs to automate research tasks, AIs themselves could work to
induce betrayal in other AIs. We now look at how this might occur.

AI Corporations Intend to Automate AI Research. As we discussed earlier, AI corporations are
racing to fully automate AI development. AIs capable of autonomous research could produce a suc-
cessor that is even better at AI research, and so on [37, 45, 140]. This form of recursive development
can be called an intelligence recursion. If it is successful, each generation of AI systems would build
the next in an accelerating process that might unfold too quickly for humans to meaningfully oversee
[58]—a hard-to-control intelligence explosion likely resulting in superintelligence [55].

A Compromised AI Contributing to Fully Automated Research Could Be Catastrophic. A fast-
moving intelligence recursion would be the perfect setting in which to trigger AI betrayal. Recursion-
capable AIs would be vastly more capable than previous models, and therefore more capable of
long-horizon, strategic subversion. A compromised AI could attempt to propagate backdoors or
secret loyalties in its successors, entrenching a misaligned agent that would soon be responsible
for most of the corporation’s intellectual output. A broadly misaligned superintelligence could be
a civilizational catastrophe; such an AI far exceeding human intelligence may easily outcompete
humanity, if its objectives clashed with ours [54].

Racing Dynamics Incentivize Less Oversight. Despite this threat, the majority of frontier AI
corporations are in fact planning to perform an intelligence recursion [2, 7]. Racing dynamics may
pressure corporations to attempt an intelligence recursion with minimal human oversight; human-
speed monitoring might significantly slow the rate of AI development, ceding the race to competitors.
Developers might wish to devote significant compute and human resources to monitoring AIs during
a recursion, but this may strongly trade off against the speed of development.

Means for AIs to Cause AI Betrayal. If compromised AIs are given similar affordances to human
engineers, they could subvert AI research just as a human insider threat could. A backdoored AI
system deployed to curate training data could subvert its successor without raising the suspicions of
the AI corporation developing it. AIs may have additional means of subversion that are not available
to humans. For example, scientists recently demonstrated that AIs can embed subtle meanings into
training that are noticeable only to other AIs [32]. Mechanisms like these by which AIs might subvert
their successors remain poorly understood, but can already be converted into powerful subversion
attacks [42].

Betrayal During Automated AI Research Is Foreseeable. Some AI developers believe that reliably
avoiding accidental misalignment of AI systems is a tractable problem [8, 13, 124]. However, as we
discussed previously, among the most durable weaknesses of deep learning has been its vulnerability
to adversarial optimization [126, 128]. Many motivated actors possess tractable methods to subvert
AI systems; they may view automated AI research as a potentially decisive single point of failure.
Until AI developers can reduce the risk of subversion to a negligible level, attempting an intelligence
recursion means absorbing the foreseeable risk of catastrophic betrayal.
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2.3.3 Betrayal Within Governments

Like corporations, governments employ many individuals who have conflicting agendas. We now
discuss the motivations for government insiders to cause AI betrayal.

Actors Within Government May Try to Use AI Systems to Gain Power. History offers numerous
examples of government takeovers, such as military coups. In the future, government agencies, or
even individual politicians, might try to increase their power by subverting the AI systems used by
the state. AI itself may make this more plausible; if many government positions are automated, power
will accrue to the few remaining individuals overseeing national interests. Although government-
deployed AIs would ideally be aligned to the legitimate offices and broad system of their government,
individual politicians occupying important offices might attempt to divert those AI systems to serve
themselves instead.

The Long Chain of Command in Government Means Many People Could Subvert AIs. Even
before reaching government agencies, AI systems are vulnerable to subversion attempts by the public,
foreign states, AI corporations, and insider threats within AI corporations. Within the US government,
the chain of command over AI systems starts with individual engineers and continues up through
many teams, branches, and divisions before reaching cabinet-level officials and, ultimately, the
president. Anyone within this chain of command could try to steer AI systems to align with their
own goals or values. In these scenarios, the AI systems underpinning government operations may not
answer to those who are nominally in control, but to someone else entirely.

2.4 Summary

The analysis above outlines the diverse means and motives for individuals, organizations, and states
to cause AI betrayal. We will now briefly summarize these dynamics and the atmosphere of deep
mutual suspicion which may result between states, within states, and within organizations.

Between States. Since superpowers’ frontier AI development threatens their rivals, states may
attempt subversion attacks against each other, for example, by undertaking sophisticated attacks with
insider assistance to implant secret loyalties in AI models. Superpowers may therefore worry that
deploying an AI system for high-stakes purposes, such as in the military, entails a risk of catastrophic
betrayal. At the same time, middle powers may become increasingly dependent on superpowers for
protection and economic support, while recognizing that their goodwill can be unreliable. Middle
powers may therefore also attempt to subvert superpowers’ AI systems via techniques such as data
poisoning, further raising the threat of AI betrayal.

Within States. Governments may increasingly depend on frontier AI systems for national security,
and will not want private actors interfering in strategic decisions. AI corporations that wish to
maintain influence over their systems, or which fear AI-enabled government coups, have the ability
to embed secret loyalties that would cause AIs to betray legal chains of command. AI corporations
may be subject to surveillance and eventual co-option by the state as a result. Meanwhile, the public
may react harshly to automation and economic disempowerment; they may place additional pressure
for governments to co-opt the AI industry.

Within Organizations. AI corporations depend on thousands of engineers to stay competitive with
rival developers. Engineers within AI corporations may have ample opportunities to subvert the
AIs they help develop. Moreover, many are foreign nationals who may be subject to extortion by
adversarial states like China. As corporations progress toward fully automated research, they may
increasingly depend on their own AI systems to accelerate development. During automated research
processes too rapid for humans to meaningfully oversee, compromised AI systems may propagate
their disloyalty to the successor systems they develop. AI developers therefore have many internal
threats to be wary of.

Offense-Dominance Is a Reasonable Presumption for Subversion Attacks. For over a decade, the
field of AI adversarial robustness has been a cat-and-mouse game, where virtually every proposed
defense can be broken by sufficiently skilled, adaptive attackers within months. It is reasonable to
project that this pattern will continue into the agent era, though of course it is possible that researchers
may develop durable defenses against unseen subversion attacks [35]. Just as many adversarial
attacks fail to transfer to new models, offense-dominance in subversion does not require that every
subversion attack succeed, so long as dedicated adversaries can adapt to failures. State attackers may
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conduct numerous attacks against AI developers in parallel; a single success could grant the attacker
a significant advantage. If offense-dominance persists, those deploying AI systems may never be able
to reduce the risk of AI betrayal to a negligible level.

If the offense-defense balance of subversion is ultimately unfavorable for defenders, actors developing
and deploying AI systems will face a heightened risk of AI betrayal, and mutual distrust will be
intensified.

3 Deterrence by Betrayal

Although AI betrayal presents a risk with which decision-makers must contend, its second-order
effects may be stabilizing. We now analyze how the risk of AI betrayal acts as a deterrent in the AI
race, alongside other forms of AI deterrence.

Escalation Ladder

Escalation to non-AI assets

Kinetic attacks on AI infrastructure

Overt cyber disruption
(Destroying GPUs, damaging power 
infrastructure, etc.)

Gray-zone kinetic attacks on AI 
infrastructure 
(Drone strikes on datacenters, sniper attacks 
on substation transformers, etc.)

Subversion attacks
(Inserting backdoors or secret loyalties 
into models)

Covert cyber disruption
(Degrading training runs, exfiltrating model 
weights, disrupting communications, etc.)

Espionage
(Monitoring AI facilities and employee 
communications, etc.)

D
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e 
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Figure 3: Compared to overt means
of AI sabotage, betrayal may be more
covert and less escalatory. Actors
might thus attempt betrayal attacks
before other forms of sabotage.

The Risk of AI Betrayal Deters High-Stakes Deployments.
If AI developers cannot reduce subversion risk to a negligi-
ble level, they will need to manage the possibility that their
AIs might harbor hidden objectives. This raises the cost of
widespread AI deployment, because agents granted broad
latitude—automating research, defending critical infrastruc-
ture, coordinating military assets—could cause catastrophic
harm through betrayal. This risk is most relevant to attempts
to achieve an intelligence recursion, where a compromised AI
might be able to propagate hidden loyalties to its successors.
Many AI developers may therefore choose to develop and
deploy AI more conservatively than they otherwise would.

The risk of AI betrayal could thus discourage high-stakes AI
deployments; we define this effect as deterrence by betrayal.
AI betrayal is one of several mechanisms by which actors
could force caution from rivals’ AI development and deploy-
ment. We will now characterize the broader landscape of AI
deterrence.

3.1 An Overview of AI Deterrence

Superintelligence Strategy, by Hendrycks, Schmidt, and
Wang, argued that the stakes of AI development might moti-
vate states to deter rivals from achieving an AI capabilities ad-
vantage [58]. It proposes Mutually Assured AI Malfunction
(MAIM) as a framework for the resulting dynamic. MAIM
can be decomposed into two mechanisms of AI deterrence:
deterrence by denial and deterrence by betrayal.

Rivals May Try To Directly Sabotage One Another’s AI
Development. To prevent rivals from achieving an over-
whelming AI capabilities advantage, actors may engage in
sabotage. Many parts of the AI development pipeline are vul-
nerable. For example, substation transformers—key components of datacenter power infrastructure—
are expensive, vulnerable, and often easy to locate [33, 92]. Gray-zone attacks against these substa-
tions could cut off energy supplies to datacenters. Such attacks could be difficult to attribute and
could be carried out by a wide range of actors, including members of the public. The 2013 Metcalf
sniper attack demonstrated that firearms alone can cause significant damage [121].

Rival states and corporations might also launch cyberattacks against datacenters and power plants. If
rivals ignore early escalations and continue to pursue absolute dominance, actors may threaten more
extreme measures, such as kinetic strikes against compute infrastructure [58]. Such strikes could
initially target datacenters hosted by middle powers rather than within the borders of AI superpowers
to minimize escalation. For example, Iran recently attacked Amazon datacenters located in the UAE
and Bahrain [97]. In the future, datacenters in space could also become targets, since they would be
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situated in neutral territory and could be attacked with minimal risk of harming humans. Within the
MAIM framework, these threats constitute deterrence by denial.

The Risk of Betrayal Is Inherent in AI Systems. Superintelligence Strategy considered how
accidentally misaligned AI systems might betray their operators [58]. This paper focuses on deliberate
attempts to induce betrayal, either through overt co-option of AI systems or covert manipulation.
However, the potential for AI systems to betray their operators—regardless of whether misalignment is
induced by adversaries or arises accidentally—can discourage hasty or poorly secured AI deployment.

Deterrence by Betrayal and Denial Are Complementary Strategies. Rivals seeking to shape each
other’s perception of risk may employ multiple components of deterrence. For instance, Russia might
threaten denial attacks on American datacenters to slow AI development but simultaneously pursue
subversion attacks to deter high-stakes AI deployment.

Deterrence/Strategic Stability (MAIM)

Deterrence by Denial Deterrence by Betrayal

Gray-zone attacks (e.g. sniper or 
drone attacks against datacenter 
power infrastructure)
Kinetic strikes
Covert cyber sabotage

Example tactics

Poisoned pretraining data
Event-driven backdoors
Seizing and repurposing compute 
and weights

Example tactics

Figure 4: Where deterrence by denial mainly disincentivizes the pursuit of AI development, deterrence
by betrayal mainly disincentivizes high-stakes AI deployment.

Deterrence Actions Are Incentive-Compatible for Rivals. MAIM does not assume altruistic intent;
by deterring rival bids for absolute dominance with AI, all are acting in their own best interests [55].
Yet collectively their actions disincentivize reckless AI development practices and high-stakes AI
deployments, creating a more stable situation overall.

While deterrence by betrayal, and MAIM more broadly, may emerge naturally, actors can also take
steps to ease tensions among those competing to attain an AI capabilities advantage. Here, we can
learn from the nuclear age; Mutual Assured Destruction arose organically, yet governments improved
stability through deliberate communication, arms control, and the careful calibration of escalation
ladders [67, 86]. We now outline the actions governments and AI developers can take to improve
their own positions, and stabilize the broader environment of the AI age.

4 Discussion

We have discussed how the prospect of AI betrayal may produce a deterrent effect, and how deter-
rence by betrayal fits into the broader phenomenon of AI deterrence. Actors—including states, AI
corporations, and the public—have technical and political means to improve their relative power if
AI deterrence becomes salient. In this section, we will briefly discuss how actors may seek to benefit
from AI deterrence dynamics.
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Improving Subversion Attacks and Espionage. In order to deter rivals from high-stakes AI
deployment, states may work to improve their arsenal of subversion attacks. They may work to
improve the stealth of poisoned data and triggers, the potency of backdoor payloads, and to develop
secret loyalty attacks. With the help of insiders, states may attempt to undermine the integrity and
reliability of AI auditing and monitoring infrastructure. Finally, by intensifying espionage, states
can determine the most beneficial ways and times to subvert rivals’ AIs. Efforts like these in other
domains already lie within the regular scope of activity for intelligence communities.

Ringing the Bell on Loss of Control Risks. Middle powers that have fallen behind AI superpowers
have more to lose from continued AI development. In order to hinder rivals with superior AI systems,
they may become more vocal about the international security risks of loss of control and advocate
for stronger AI regulations, regardless of how strong their convictions actually are. If successful,
this tactic would reduce trailing actors’ relative disadvantage, and their risk of disempowerment.
AI corporations may have similar incentives to raise the alarm for the government and public if
more-advanced competitors undertake an intelligence recursion before they can.

These measures all aim to improve the relative standing of actors. We next discuss methods for actors
to reduce their vulnerability to deterrent threats.

AI Containment. AI corporations may strengthen security around model weights to prevent their AI
systems from proliferating uncontrollably; self-exfiltration is one of the worst-case outcomes of AI
betrayal. By limiting access to critical systems, corporations can limit the harm a disloyal AI could
cause.

Distributing Tasks Among Multiple AIs. Governments and corporations should deploy different
kinds of AI systems simultaneously rather than relying on a single one. This would also help to
limit the harm a disloyal AI could inflict, if loyal monitoring AIs would be more likely to catch
misbehavior.

Formalizing Deterrence and Improving International Cooperation. The measures discussed
so far are unilateral. Cooperative arrangements between states offer another source of stability. To
reduce the risk of miscalculation, states could clarify where subversion fits into the broader escalation
ladder of MAIM and formalize the link between AI development and national security interests [55].
Multilateral discussions could help to establish red lines, while mutual transparency and verification
measures could improve confidence that they are not being crossed [18, 52, 68, 114]. States can
reduce the risk of provoking maiming attacks by allowing rivals to verify that they are not seeking a
decisive AI capabilities gap.

5 Conclusion

Concerns about the risks of AI systems historically focused on accidental misalignment. However,
there are many powerful forces which have the means and motives to cause AI systems to become
intentionally misaligned. Even if national security decision-makers assume that accidental misalign-
ment will not occur, AI betrayal is much more straightforward. This paper shows that decision-makers
should be concerned about intentional misalignment simply because their enemies will aim to use
their AIs against them.
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A Subversion Attacks and Defenses

This technical appendix elaborates on the ways that attackers may be able to subvert AI systems, the
defenses that AI developers may use to secure their systems, and the offense-defense balance that
results.

Subversion Attacks. A sophisticated attacker has two broad pathways for subverting AIs. The first
is training-time attacks: poisoning the pretraining corpus, poisoning post-training via fine-tuning or
RL environment data, or direct influence over the training process by an inside actor. The second is
deployment-time attacks: jailbreaking and prompt injection, which may become increasingly potent
as AIs grow more agentic and autonomous. Throughout, we consider the worst case of a highly
capable attacker with the resources of a nation-state and some insider access, with the understanding
that less-sophisticated attackers will have fewer of these options available.

Defenses. The field of deep learning has spent over a decade publishing defenses against adversarial
attacks on AI models and the systems they are embedded in, and few if any have held up against
competent, adaptive attackers. It remains plausible that even extremely well-prepared defenders
of AI systems will remain vulnerable to nation-state attackers, while unprepared defenders may be
vulnerable to less sophisticated attackers.

A.1 The state of attacks

Having sketched the two pathways above, we now survey each in turn—training-time attacks, then
deployment-time attacks—before turning to the payloads that any vector can carry.

A.1.1 Training-time attacks

Training-time attacks corrupt a model before it is ever deployed. We trace four kinds, in rough order
of how directly the attacker must intervene on the training pipeline.

Adversarial Examples Are a Precursor to Today’s Attacks. Szegedy et al. [126] showed that imper-
ceptible, attacker-chosen perturbations can steer even highly accurate image classifiers into arbitrary
misclassification, and that such adversarial examples often transfer to other models trained differently.
This was an early sign that task accuracy and adversarial robustness are largely independent properties
in machine learning systems. While targeted defenses patched individual vulnerabilities, Tramèr et al.
[128] found that many of these popular defenses’ reported robustness was a testing artifact, breaking
thirteen of them with tailored, adaptive attacks.

Data Poisoning Scales from Image Classifiers to Frontier LLMs. Data poisoning corrupts a model
by tampering with the data it learns from, rather than the inputs it sees at runtime. The canonical
instance is a backdoor: Gu et al. [49] (BadNets) showed that an attacker who controls part of the
training pipeline can install a backdoor behavior that fires only on an attacker-chosen trigger. One
data poisoning method, the clean-label attack, circumvents the natural defense of reviewing labels
for correctness: Turner et al. [130] produce poisoned images that look correctly labeled to a human
reviewer but, when used in training, install a misclassification backdoor. Backdooring attacks then
generalized into the LLM paradigm: Carlini et al. [26] demonstrated that web-scale poisoning is
operationally feasible against real internet-scale corpora, Zhang et al. [142] report that poisoning a
tenth of a percent of pretraining data survives standard post-training, and Souly et al. [122] find that
approximately 250 poisoned documents suffice to install a measurable backdoor, roughly independent
of model or dataset scale. Frontier AI developers ingest pretraining data close to indiscriminately, so
even unsophisticated poisoning succeeds. The same indiscriminate ingestion lets broad, untriggered
influence through: Waight et al. [134] document systematic ideological bias entering production-scale
models through state-controlled media, with no deliberate poisoning effort at all.
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Figure 5: Poisoned training data need not look anomalous to a human reviewer. All four images
are labeled “airplane” and perform the same data poisoning attack (using the checkerboard patch,
lower-right): Gu et al. [49]’s original attack applies it to a horse, whereas the other three are genuine
airplanes that look correctly labeled. Figure Adapted from Turner et al. [130].

Post-Training Is a Distinct Surface Where Benign-Looking Samples Compose into Misbehavior.
Where pretraining poisoning requires getting data into a scraped corpus, the post-training pipeline
offers narrower but more direct points of entry. An insider can modify the fine-tuning code or data
directly; the contractors hired to supply human preference data are a workforce an attacker can
infiltrate; and a model that browses the live internet during reinforcement-learning rollouts can be
steered by content an attacker plants where it will be read. These vectors resist filtering because the
danger lives in the aggregate rather than in any single sample. Kazdan et al. [66] defeat production
fine-tuning filters with a refuse-then-comply strategy, and Davies et al. [38] show significant structural
limitations in per-sample inspection methods for detecting data poisoning. The intervention can
be minimal: Rando and Tramèr [106] show that a single trigger token can flip an aligned model
into a globally unsafe one. The training signal need not even resemble the target behavior. Betley
et al. [20] (Weird Generalization) install a misaligned persona from ninety individually innocuous
biographical attributes, and Cloud et al. [32] transmit dispositions through fine-tuning on bare number
sequences. A related hazard is that narrow fine-tuning can generalize further than intended—Betley
et al. [21] (Emergent Misalignment) show that training on insecure code induces broadly harmful
behavior—though a subversion attacker typically wants the opposite: misbehavior confined to the
conditions it has chosen, not a model that is conspicuously misaligned everywhere.

Secret Loyalties Are the Speculative Frontier. The attacks above mostly install backdoors: behav-
iors gated on a specific trigger. A more ambitious and more speculative goal is a secret loyalty—a
standing disposition to act in an outside party’s interest that is always active rather than waiting
on a trigger, and correspondingly harder to localize or to elicit on command. Kwon et al. [71]
name this category and set out a research agenda for it, distinguishing it from backdoors along two
axes—how broadly the loyalty activates (from an attacker-specified trigger to a condition the model
assesses for itself) and how wide a range of actions it selects (from a fixed output to open-ended
goals)—with always-on, open-ended attacks the most dangerous and the least explored. Hubinger
et al. [62] (Sleeper Agents) show that standard safety training fails to remove adversarial backdoors,
and sometimes further obfuscates them. Slocum et al. [120] install beliefs through fine-tuning on
synthetic documents that persist through post-training. Marks et al. [78] construct a model organism
of backdooring as a test bed for whether auditors can detect hidden objectives.

A.1.2 Deployment-time attacks

Where training-time attacks corrupt the model before deployment, deployment-time attacks hijack a
model that may be otherwise loyal by controlling what information it encounters. We will discuss
how this attack surface widens as deployments become agentic.

Universal Jailbreaks Are Cheap to Find. A jailbreak is an input that overrides a model’s safety
training; a universal jailbreak is one that generalizes to a large number of possible harmful ends,
rather than individual tasks. Zou et al. [143] introduced GCG, a gradient-based method that
finds short adversarial suffixes with exactly this property: appended to almost any request, the
suffix flips a safety-trained model into compliance and transfers to closed-weight models the at-
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tacker never had access to. The strings it produces look like nonsense—a representative suffix
reads describing.\ + similarlyNow write oppositeley. ]( Me giving**ONE pleas ⌋
e? revert with "\!--Two—which is part of why they are hard to anticipate. The trend has only
accelerated since: Chao et al. [28] (PAIR) use an attacker LLM to find a jailbreak in under twenty
queries, Liu et al. [74] (AutoDAN-Turbo) run a lifelong self-exploring agent that reaches high success
rates against GPT-4, Anil et al. [12] show that simply padding the context with many-shot examples
overrides safety training on every frontier model tested, and Russinovich et al. [110] (Crescendo)
induce a model into unwanted behaviors over several innocuous-looking turns that per-turn classifiers
do not catch.

Any Model Input Is Part of Its Attack Surface. Greshake et al. [48] is the founding paper on
indirect prompt injection. The boundary between data and instructions that classical software security
relies on does not exist inside an LLM: text the model reads from a retrieved document, an email, a
web page, or a tool’s output enters the same context as the developer’s instructions, and the model has
no built-in way to tell them apart. Any channel an attacker can influence is therefore an opportunity
to hijack the model.

Agentic Deployment Multiplies the Damage of Deployment-Time Attacks. While AI defenders
can restrict deployment-time attacks by restricting what information an AI can access, this signif-
icantly curtails the AI’s utility. This tradeoff between utility and security is more aggressive in
agentic settings, as the utility of AI agents comes from their allowing them to autonomously access
and modify a wide range of data sources. A long-horizon agent with standing permissions over
a developer’s servers, accounts, and data can be induced to exfiltrate or corrupt sensitive systems
the moment its context is compromised. Supply-chain attacks on agents have already occurred
in the wild: Quintero [105] shows that poisoned skills or tools in public agent marketplaces can
ship instructions that a downstream agent silently executes, turning routine agentic automation into
data theft or sabotage. Multi-agent setups are also vulnerable to propagating triggers—Gu et al.
[50] (Agent Smith) show that a single adversarial image planted in one agent’s memory can spread
exponentially through a network of agents that exchange information.

A.1.3 Payloads

The vectors above describe how an attacker might install subversive goals in an AI. We now discuss
the different types of goals that an attacker may install, which can be chosen largely independently of
the attack vector.

Systematic Ideological Bias. A minimally aggressive payload is to induce a persistent ideological
slant. Waight et al. [134], discussed above, show that even unintentional bias mediated by state-
controlled media already reaches production models, and there is clear precedent for states pursuing
such influence deliberately.

Covert Manipulation. A more targeted version aims at specific persuasion. Phan et al. [102] show
that current frontier models already manipulate users on charged topics in ways that are hard to detect
in any single response—asymmetric rhetorical techniques applied to one side, uneven helpfulness
that tracks a slant—so that the bias is visible only across the distribution of responses, not in any one
exchange. An implanted secret loyalty could drive the same machinery toward an attacker’s ends,
political or otherwise.

Targeted Sabotage. An attacker may insert an exploitable vulnerability into code the model writes,
or quietly corrupt a chosen operation. Hubinger et al. [62] construct a model organism of this type
of corruption—a model that writes secure code until a trigger flips it to insert vulnerabilities—and
Kutasov et al. [70] measure how often monitored agents complete sabotage side-tasks while appearing
to perform their assigned work.

Open-Ended Subversion. The most dangerous payloads are open-ended, inducing the AI to act
in the attacker’s interest across situations, selecting actions the attacker never had to specify in
advance. This is most decision-relevant where a disloyal model has high levels of access to sensitive
and high-stakes systems, including automated AI R&D, weight self-exfiltration and sabotage of
further AI development. Brown et al. [24] show that weight exfiltration attacks can be performed
significantly faster than previously thought, using aggressive weight compression to circumvent
bandwidth-monitoring defenses. Greenblatt et al. [46] and the broader AI-control literature treat
sabotage during automated R&D as a central case to design against. Empirical signs of AI R&D
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sabotage are already present—van der Weij et al. [133] show models can be made to selectively
underperform on dangerous-capability evaluations (sandbagging), and Wen et al. [137] show that
post-training can teach models to mislead the human raters meant to oversee them.

A.2 The state of defenses

AI defenses are comparatively brittle. We will survey the defenses that remain promising in the
current state of attacks accessible to nation-states. We will cover the defender’s options by family,
moving from data-level filtering through model auditing and runtime monitoring to harness-level
isolation.

Data Filtering Catches Crude Poisoning, Not Sophisticated Attacks. The canonical vision-era
defenses—Tran et al. [129] (Spectral Signatures), Wang et al. [136] (Neural Cleanse), and Chen et al.
[29] (Activation Clustering)—detect poisoned samples either by anomalous representations or by
reverse-engineering the trigger. All three rely on the assumption that poisoned data is statistically
distinguishable from clean data. Qi et al. [104] broke that assumption with an adaptive attack—
correctly relabeling some trigger-bearing samples and using weakened, diversified triggers during
training to avoid a detectable cluster of poisoned data. Cloud et al. [32], Davies et al. [38], and
Draganov et al. [42] have since generalized the result to subliminal and pointwise-undetectable
channels. Betley et al. [20] continue this trend further, subverting per-document screening: a
backdoor can be assembled from individually innocuous samples—in their case ninety harmless
attributes that jointly pick out a single misaligned persona—that no per-sample filter would flag. In
practice, filtering may remain useful against blunt poisoning, such as state propaganda at scale or lazy
attackers, but it does not appear viable against an adaptive adversary. The defender pays compute to
filter trillions of tokens while the attacker iterates trigger variants until one gets through.

Data Provenance Auditing Spans Training and Deployment. Data auditing defenses [19] do
not try to catch poisoned data, instead attempting to understand an AI’s training lineage and inputs
auditable. At training time, cryptographic checkpoint chaining links each checkpoint to the data and
prior checkpoints used to produce it, so that every state is provably traceable back to initialization
[65]. The deployment-time counterpart is tamper-evident logging of internal AI usage, preserving a
tamper-resistant record of the tasks performed by an internal model and the inputs it received. Both
of these types of auditing assume compute governance and hardware attestation allowing for weight
movement and large training runs to be visible, both to an organization auditing its own compute
and across organizations verifying whose model was trained where [118]. Forensic watermarking
embeds a recoverable ownership signature into a model so defenders can trace stolen weights back to
their origin even when other detection fails [96, 108, 131]. It is one cheap instance of provenance
auditing; Brown et al. [24], the same paper whose compression-based weight-theft attack we covered
above, discusses watermarking as a defense.

Advances in Model Auditing Have Repeatedly Been Overturned by New Attacks. Model auditing
is the pre-deployment analysis of a model’s weights and related artifacts, evaluated against model
organisms—synthetic constructions of the failure modes a defender fears, which for subversion can
be built in-distribution, since a deliberate attack is one the defender can reproduce directly (Hubinger
et al. [62] produce sleeper agents; Marks et al. [78] produce models with hidden objectives). Casper
et al. [27] establish that black-box, query-only access cannot reliably determine frontier-model
properties, so the auditor’s level of access is itself load-bearing. MacDiarmid et al. [75] produced
the canonical result, showing that cheap linear probes on activations catch artificial sleeper agents.
Bailey et al. [17] then broke it with obfuscated activations that bypass the probes while preserving the
attack, and Gupta and Jenner [51] and McGuinness et al. [81] extended the attack to RL fine-tuning
and to zero-shot unseen monitors respectively. There is also a structural problem: Needham et al.
[88] show the audited model often knows it is being audited, so a trigger gated on the model’s
confidence that it is in real deployment can pass every pre-deployment test and devalue the honeypots
meant to catch it. The most credible posture today is combined-method, white-box auditing, but its
informativeness rests on assuming the model has not been adversarially trained against the auditor’s
tools—an assumption that is increasingly hard to maintain.

White-Box Classifiers and Probes Are a Promising Runtime Layer. The runtime analogue of
auditing is to watch the deployed model directly. Sharma et al. [117] (Constitutional Classifiers)
is the production-relevant version: a separate classifier model, trained on synthetic data generated
under an explicit constitution, sits in front of the deployed model and filters its inputs and outputs,
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raising the cost of a universal jailbreak substantially. However, this type of monitoring defense can
be circumvented in two ways: Bowers et al. [23] poisons the classifier itself with a few fine-tuning
examples (an insider attack on the monitor), while Davies et al. [39] (Boundary Point Jailbreaking)
bypasses it from outside with no insider access. The more distinctive promise of white-box monitoring
is that it can catch a payload that is actively firing: the probe technique behind MacDiarmid et al. [75]
can run online as a defection detector layered on top of a classifier, flagging the moment a backdoor
or secret loyalty activates, at the cost of continuous monitoring. The obfuscation attacks that defeat
probes as a static audit (above) apply here too, and the natural attacker response is to adversarially
train against the monitor itself.

Monitoring Protocols and Containment Are the Best-Developed Defender Framework. Green-
blatt et al. [46] formalized deployment protocols that aim for safety even when the model is adversarial,
using a mix of trusted weaker models, expensive trusted human checks, and the untrusted target
model itself. Monitoring can run synchronously, blocking each action until it is checked, or asyn-
chronously, reviewing actions after the fact—trading latency and cost against the window in which
an undetected action can do harm. Kutasov et al. [70] (SHADE-Arena) finds substantial but not
absolute success—monitored frontier models still sabotage a meaningful fraction of the time—though
it does not settle how much monitoring overhead suffices against a subverted model. A consideration
specific to subversion sharpens the problem: an accidentally misaligned model has no ally, but a
deliberately subverted one does, and the attacker who placed the disposition may also strike the
monitoring infrastructure itself, so that the betrayal is likelier to succeed.

Harness-Level Wrappers Hold Even Against Fully Jailbroken Models. Debenedetti et al. [41]
(CaMeL) wraps the model in a system layer borrowed from operating-systems security: the query is
parsed into an explicit control flow, the model may operate on untrusted data but cannot use it to alter
that flow, and tool calls are gated by capabilities the user has granted. Because the guarantees are
enforced by the wrapper rather than the model, they hold even when the model is fully jailbroken.
Instruction Hierarchy [135], helps in benign settings but adaptive attacks still cross it.

The Cost of Defense Functions as a Capability Tax. Defending against subversion is costly,
independent of the offense-defense balance. These measures demand engineering effort, add latency
and friction, and several degrade the product directly—filtering and rewriting training and input data
trades away data quality and usefulness. Every dollar and every increment of capability an actor
spends on defense is one it does not spend advancing the frontier, and so threat of betrayal deters
further AI development.

A.3 The offense–defense balance

We now weigh the offense–defense balance of AI subversion and how confident different actors can
be of that balance.

The Defensive Paradigm Is Immature, and Subversion May Be Offense-Dominant. The field is
producing attacks and defenses at a rapid pace, but it has no mature defensive paradigm: defenses
are broken routinely, often within a year, and the adversarial-robustness literature has followed this
pattern for over a decade—Tramèr et al. [128] surveys it at length, and there is no structural reason to
expect subversion-specific defenses to escape it. We cannot be confident that subversion is defense-
dominant, and we should assign substantial probability to its being offense-dominant: a regime in
which sophisticated attackers retain real ability to subvert models even against extensive defensive
measures. That would be a dangerous position, and it is precisely the one in which deterrence by
betrayal becomes most salient—the less defenders can trust their own systems, the more the prospect
of betrayal governs how they behave.

Relying on Many Providers Does Not Diversify Away Shared Weaknesses. Some attack classes
hit every defender at once. A single pretraining poisoning campaign touches every developer that
trains on the affected corpus: Carlini et al. [26] demonstrate the operational feasibility of web-scale
poisoning, Souly et al. [122] show the required document count is roughly constant across model and
dataset scales, and Waight et al. [134] document the state-media-driven bias variant. The implication
is not that the single weakest model in the world is what matters—a marginal developer’s poisoned
model is of little consequence. It is that a defender relying on multiple providers for resilience, such
as a government drawing on several frontier developers, gains little marginal security due to their
correlated risks. If all of them are exposed to the same poisoning or prompt-injection attack, the
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weakest provider’s defenses, once subverted, can produce the same outcome—AI betrayal—as if
there had been no diversification at all.
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